GSA

LETTER OF APPOINTMENT
MEMORANDUM FOR IBRAHIIM KENT, FEDSIM PM

Subject: Appointment as Contracting Officer’s Representative

You are hereby appointed as the Contracting Officer's Representative (COR). This
appointment is from the award date through the life of the Contract, to include close out,
unless rescinded or transferred. As the COR, your primary duty is to monitor the
Contractor's performance to ensure that all of the technical requirements under the
contract are met by the delivery date or within the period of performance, and at the
price or within the ceiling stipulated in the contract.

In the performance of the duties delegated to you in this letter, you are cautioned that
you could be held personally liable for actions taken or directions given by you to the
Contractor that are beyond the authorities given to you in this letter. The duties or
authorities in this letter are not re-delegable; therefore, you must advise the Contracting
Officer or the Contract Specialist immediately when you are unable to perform these
duties.

Your duties and limitations, as applicable to the contract you will be monitoring, are as
follows:

MONITORING AND EVALUATING PERFORMANCE

Ensure that the Contractor complies with all of the requirements of the statement of
work, specifications, or performance work statement. When requested by the
Contractor, provide technical assistance within the scope of the contract (e.g.,
interpreting specifications, statement of work, performance work statement, etc.). When
a difference of opinion between you and the Contractor occurs, notify the Contracting
Officer and/or the Contract Specialist immediately for resolution.

If the contract requires Key Personnel, the COR shall ensure that the personnel being
used by the Contractor meet the requirements of the position. Review and approve
travel and other direct cost (ODC) prior to the Contractor incurring those expenses. Any
decrease in or lack of performance shall be brought to the attention of the Contracting
Officer and/or Contract Specialist.

If applicable and in accordance with FAR 42.302, the COR shall monitor contractor
compliance with specifications or other contractual requirements requiring the delivery
or use of environmentally preferable products, energy-efficient products, products
containing recovered materials, and bio-based products.



In accordance in Federal Acquisition Circular (FAC) 2005-34 and OMB Memorandum
“Improving the Use of Contractor Performance Information” on July 29, 2009, CORs are
responsible for entering past performance into the Past Performance Information
Retrieval System (PPIRS) annually.

MONITORING COSTS

Review and evaluate the Contractor's progress in relation to the expenditures. When
the costs expended by the Contractor are not commensurate with the Contractor's
progress, request a meeting with the Contractor and client in an attempt to resolve. If a
resolution cannot be found, bring this to the attention of the Contracting Officer and/or
Contract Specialist for immediate action.

Review and approve invoices using the rates and other fees established in the contract.
Review the Contractor's invoices/vouchers for reasonableness and applicability to the
contract and recommend approval or rejection for payment.

CHANGES TO THE CONTRACT

You cannot authorize the Contractor to stop work, and you are not authorized to delete,
change, waive, or negotiate any of the technical requirements or other terms and
conditions of the contract. Should a change (monetary or otherwise) to the contract
become necessary, it must be made by a contract modification issued by the
Contracting Officer. When in doubt, contact the Contracting Officer and/or Contract
Specialist.

Any contract change requested by the Contractor must be put in writing by the
Contractor to the Contracting Officer for action. If, however, you become aware of an
impending change, you should immediately advise the Contracting Officer or Contract
Specialist. When the proposed change is received by the Contracting Officer, you will
be required to provide the Contracting Officer with a written analysis and rationale for
the change and to evaluate any costs associated with the change.

You must also recognize and report to the Contracting Officer any Government-required
changes to the contract (e.g., items or work no longer required, changes in the
specifications, etc.).

INSPECTION OF CONTRACT ITEMS

Perform, in accordance with the terms of the contract, inspection, acceptance, or
rejection of the services or deliverables under the contract. The COR must prepare, in
writing, a written acceptance or rejection, provide it to the Contractor, and store a copy
on the FEDSIM common drive. Immediately notify the Contracting Officer of all
rejections and the reason for the action.

Review progress reports from the Contractor and advise the Contracting Officer of any
Contractor problems or action required to be taken by the Government.



STANDARDS OF CONDUCT AND CONFLICT OF INTEREST

To avoid improper business practices and personal conflicts of interest and to deal with
their apparent or actual occurrences, the COR shall sign any applicable non-disclosure
forms. The COR shall also immediately report any potential conflict of interest to their
supervisor.

CONTRACT FILE CONTENT AND MAINTENANCE

Establish and maintain an organized contract administration file to record all Contractor
and Government actions pertaining to the contract. The file must also include a copy of
the COR Letter of Appointment and other documents describing the COR duties; a copy
of the contract administration functions delegated to the contract administration office,
which may not be delegated to the COR; and documentation of COR actions taken in
accordance with the delegation of authority. The files should be organized and saved
on the FEDSIM common drive.

CONTRACT CLOSEOUT

Within 30 days after the Contractor has met all terms and conditions of the contract, you
must evaluate the Contractor’s performance using the information contained in General
Services Administration Regulation (GSAR) 542.1503-71 (sample format attached).

Please acknowledge receipt and acceptance of this appointment by signing below.
Please direct any questions you may have on this delegation to the Contracting Officer
or Contract Specialist.

| understand and accept my assignment as the Contracting Officer's Representative
(COR)

X




GSAR 542.15 — Contractor Performance Information

542.1503-71 — Information to collect.

Note: This checklist follows the standard format of GSAM 542.1542.15 and content requirements of

GSAM 542.15. The checklist may be tailored for the specific contract type. Any “NO” responses

noted below shall be accompanied with a statement explaining the observation(s). For each

observation(s) provide a recommendation to correct the non-compliance. Observations identify

areas of non-compliance and do require response (and action plans, if applicable). Positive

observations may be general or specific and may be suitable for replication across the agency as

good practices.

Contractor Performance Information

Timeliness of delivery or performance
(1) Adherence to contract delivery schedules.

Yes No

NA

(2) Resolution of delays.

(3) Number of “show cause” letters and “cure notices” issued.

(4) Number of delinquent deliveries.

(5) Number of contract extensions resulting from contractor-caused delays.

(6) Timely submission or performance or required tests.

(7) Other.

Observations (specify item #):

Recommendations:

Conformance of product or service to contract requirements
(1) Quality of workmanship.

Yes No

NA

(2) Reliability.

(3) Adequacy of correction of defects.

(4) Number of safety defects.

(5) Number of product rejections.

(6) Results of laboratory tests.

(7) Number and extent of warranty problems.

(8) Other.

Observations (specify item #):

Recommendations:




GSAR 542.15 — Contractor Performance Information
542.1503-71 — Information to collect.

Customer comments Num Qty NA

(1) Number and quality of positive comments.
(2) Number and nature of complaints.

(3) Adequacy of resolving customer complaints.
(4) Other.

Observations (specify item #):

Recommendations:

Terminations for default Yes No NA

Observations (specify item #):

Recommendations:

On-the-job safety performance record, including the number of

lost or restricted workdays due to occupational injuries in
comparison to the national average

Observations (specify item #):

Recommendations:

Adequacy of contractor’s quality assurance system Yes No NA

Observations (specify item #):

Recommendations:

Compliance with other key contract provisions
(1) Subcontracting program

(2) Labor standards

(3) Safety standards.

(4) Reporting requirements
Observations (specify item #):

Recommendations:




GSAR 542.15 — Contractor Performance Information
542.1503-71 — Information to collect.

Exhibiting customer-oriented behavior

Observations (specify item #):

Recommendations:

Other performance elements identified

Observations (specify item #):

Recommendations:




Indefinite Delivery, Indefinite Quantity (IDIQ)

United States Cyber Command (USCYBERCOM)

Labor Category (LCAT) Descriptions
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36. SIGINT Policy Analyst Level I, IL, and I ........ccccceevvnricnccnnicscnrccccnnecsscnnnessc 103
The Level I SIGINT POlICY ANALYSE ......cociiiiiiiiiiie ettt et et ve e e eave e seveeevaeesaaeensaeenenas 103
The Level IT SIGINT POLICY ANALYSE......ccciieiiiiiieiieiieitesie et eieeieesieestaeseaessresnseesseesseesseesssesssesssessses 103
The Level I SIGINT POLICY ANALYSt.....ccccieiiiiiieiieiieiierieste sttt et siee e sre e esbe e essaessnesssesnseensens 104
37. Software Developer Level L, I, and III ........iiiiivnnniiccscsnnncccsssnnnsecsssnssssces 105
The Level I SOftware DEVEIOPET.........ccvieiieiiieiieiteitete ettt ettt steesteeseaessseesbeesbeessaesssesssessseanseensens 106
The Level IT SOftWare DEVEIOPET........cccveiieiiieiieiieieetese sttt ettt e see e saessbeesbeessaesseesssessseenseensens 107
The Level III SOftwWare DEVEIOPET .........oociiieiiieiiie ettt ettt e et e e ve e e taeessveesssaeesseeesvaeensnas 108
38. Special Security Officer Specialist Level I, II, and IIL..........ccccovvvnerecccccnnnnes 109
The Level I Special Security Officer SPeCialiSt.........cucvviiiiiiiiiiiiieiiecie et eveeres 109
The Level II Special Security Officer SPECIaliSt........c.viiviiiiiiiiiieieeitiesieesiee e ere e eveeeveeseeesreeneesseesves 110
The Level III Special Security Officer SPeCialiSt.........cccvevieriiiiiiriiieiieriierie e et see e eeeenees 110

39. Subject Matter Expert Level L, I, and IIL ..........ccccceevcnricrcvnrccscnnccscnncsscnnneec 111

The Level I Subject Matter EXPEIT.......c.cccciiiiiiieiiiieiiieciee ettt ettt eeteeesiveesveestreeseveeeeaeesssaeensaeensnas 111
The Level II Subject Matter EXPETrt .........ccoooiiiiiiiiiiiiiiiiieieieeeeteeeeee et 112
The Level III Subject Matter EXPEIt........cccccoviiiiiiiiiiiiiiiiieiieeeeceteeeeee et 113
40. Systems Administrator Level I, II, and ITL..........ccoovveericersvnnrcccsscnnnccsssnnnseces 114
The Level I Systems AdMINISIrALOT ........cccveriieeiieiiesiesiesieste st eteerieesieesteessresssessseesseesseesssesssessseessesssens 114
The Level I Systems AdMINISIIALOT ... ....ccveiiiiieirieetieeiteetesteereeteeereesteesteessreesreesseereesseesssesssessseesesssens 114
The Level 1T Systems AdMINISTIATOL. ........viiiuiieiiieeiiieerteeeieeesteeereeesibeeeteeestreessreeasseesssesssseessseesssesensees 115
41. Systems Engineer Level I, I, and IL.........cccoceeiieeiivnnriccsssnnreccsssnnnnecsssnssseces 116
The Level I SYStem ENGINEET........c.ccoiiiiiiieiieiie ettt ev et steestaestveeeveeaveesveebaesssesssessseessessses 116
The Level IT System ENGINEET .....cc.cooviiiieiiecieeie ettt et steestaesteestveeaveeveebeestaesssessseesseenves 117
The Level I SYStem ENGINEET .......cccvvivieiieeieeieeit ettt sttt ettt esteestaeseaesnsesnseasseesseesseessnesssesssensses 117

42. Systems Integrator Level L, I, and LI .........ccceevveeensueicnneensencsnccssnncssneccsneness 119

The Level I SYStemS INtEEIatOr......uuiiiiiiiiieeciieciieeiteesteeeite et e et eeesibeeebeeestbeessbaeeeseessseesssseesseesnsseensses 119

Page 7 of 130



The Level IT Systems INTEZIator.......cc.viiiiiieiiiiie ettt st ettt et v st e staeetbeeaveesveebeebaeseseseseesseesseesses 119

The Level IIT Systems INTEGIator .......cccviiiciiiieiieiiieeiie et ete et et e et eeeteeestveesaeeetaeeseseeessseesseeensseensses 120
43. Technical Writer Level I, II, and IL.......cccccceieeiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeseneees 121
The Level I TEChNICAl WIIEET ......ccvooiiiiiiiiiicire ettt sttt sttt s 121
The Level IT Technical WITEET ........cc.ooviiiiiiiiiiiecee et 121
The Level III Technical WIILET .......c..ccoooiiiiiiiiiiiiiieiccteeeeece ettt 122
44. Test Engineer Level I, I, and L .........eeiiiinvvnriiccscsnnriccsssnnnecssssssssecsssnssssces 123
The Level I TeSt ENZINEET........ccviiiirieiieiie ettt ettt ie et esaaeseaesssessbaesseessaessnesssessseenseensens 124
The Level IT TeSt ENGINEET .......c.veiiiiieriieiie ettt et eitesee et e sseeseesaestaessaessaessseasseesseesseesssesssesssennsennsens 124
The Level III TeSt ENGINEET ......ueiiciiiiiiieeiie et ciee ettt et st e et eeeabaeetaeessbaeessbeessseesssseessaeensaeensss 125
45. Web Developer Level I, I, and IIL.........uueiiiiiivnniiccscnnnricssssnnnecssssssssessssnssssses 126
The Level I Web DEVEIOPET........ccoviiiiiiiiiciie ettt ettt ev et et steeetveeaveesbeesveesbeesssesssessseessesnses 126
The Level I Web DEVEIOPET ......ccviiiiiiiieciiecie ettt ettt stee s taeetveeaveeeveeba e tsesaseseseenseesves 126
The Level III WEb DEVEIOPET ......cc.eeiiieiieeiieeie ettt ettt sttt ete et estaeseaesstessbesnseensaesseesssesssesnsenssens 127

Page 8 of 130



USCYBERCOM
Indefinite Delivery/Indefinite Quantity (IDI10Q)
LABOR CATEGORY DESCRIPTIONS

Overview

The United States Cyber Command (USCYBERCOM) Indefinite Delivery Indefinite Quantity
(IDIQ) Contract Task Orders (TO) must be staffed by personnel who meet the requirements defined
in the labor categories described below. Personnel filling Level II positions must meet all Level I
and Level II position requirements. Personnel filling Level III positions must meet all Level I,
Level II, and Level III position requirements. The Contracting Officer (CO) may waive position
requirements on a case—by-case basis if the candidate has similar requisite experience and/or other
qualifications. The maximum labor rate associated with each position will be fixed for the term of
the contract. Under no circumstance shall a labor rate exceed the maximum rate defined in this
IDIQ contract. Labor category descriptions are provided below.

For all labor categories, unless otherwise specified, the following education degrees may be
substituted for years of experience:

Bachelor’s Degree = One year of experience
Master’s Degree = Two years of experience
Ph.D. = Three years of experience

If a minimum education requirement is cited, the minimum degree may not be substituted for
experience. For example, if the minimum requirement is a Bachelor’s Degree, then a one year
substitution for experience does not meet the requirement.

For all labor categories, unless otherwise specified, five years of additional experience may be
substituted for a Bachelor’s Degree. For example, if the minimum requirement is a Bachelor’s
Degree and five years of experience, then a high school diploma and 10 years of experience meets
the requirement.
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1. Administrative Specialist Level I, I1, and I1I

Administrative Specialist e  Performs all aspects of administrative and office support activities

for the directorates, divisions, and/or branches within
USCYBERCOM

e (Coordinates among organizations for day-to-day operations

e Assists with planning and coordinating activities for office
relocations and prepares front office materials for relocations

e Maintains organization documentation, records, and files in
accordance with knowledge management and records management
policies and procedures

The Level I Administrative Specialist

e Provides end-user support and performs general administrative duties with minimal guidance

e Utilizes Command internal systems to collect, analyze, and compile metrics for division and or
branch reports

e Assists with the preparation of management plans and reports

e Assists with maintaining knowledge management files and websites for the organization
e Interfaces with personnel to maintain logs, records, and files

e Develops and maintains calendars and schedules

e Assists with coordinating, planning, and organizing meeting events, and supports planning and
execution of technical exchanges, conferences, and synchronization sessions, obtaining space
and necessary materials and equipment

e Contributes to the review, development, and management of office administrative operating
procedures

e Assists with the preparation and/or distribution of read-ahead materials and briefings for a wide-
range of audiences at various military ranks and civilian levels

e Records and distributes meeting minutes
e Prepares, submits, and tracks expense reports
e Submits visit requests

e Tracks formal USCYBERCOM task items and reports status
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Assists in budgetary, billing, and financial management of front office expenses incurred to
support the organization (e.g., office supplies)

Qualifications:

Minimum three years of experience in office administration
Minimum of High School Diploma
Proficient in Microsoft Office and Outlook

Strong attention to detail and organizational skills. Excellent communications skills.

The Level I Administrative Specialist

Provides end-user support and performs administrative duties with no guidance

Assists with coordinating, planning, and organizing events to include technical exchanges,
conferences, and synchronization sessions, obtaining space and necessary materials and
equipment

Works independently and communicates orally and in writing with all levels of an organization

Coordinates the arrival of visitors to include senior level military and civilian personnel and
foreign visitors

Performs analysis, development, and update of command or office administrative operating
procedures

Qualifications:

Minimum six years of experience in office administration
Minimum of High School Diploma

Strong attention to detail and organizational skills. Excellent communications skills.

The Level IIT Administrative Specialist

Initiates action to provide end-user support and performs complex administrative duties
Contributes to and conducts technical editing of reports and briefs

Coordinates, plans, and organizes significant and large events, to include obtaining space and
necessary materials and equipment

Coordinates the administrative specialist team

Qualifications:
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Minimum 10 years of experience in office administration
Minimum of High School Diploma
Proficient in Microsoft Office and Outlook

Strong attention to detail and organizational skills. Excellent communications skills.
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2. Business Process Engineer Level L, II, and 111

Business Process Engineer e  Provide analysis and recommendations in support of mission-
oriented business functions and related applications and systems

e Aligns processes, systems, policies, and organizational structures
with mission and strategy of the organization and Command

e Analyzes workflows and processes to identify process
inefficiencies and areas for improvement

e C(Creates process change by integrating new processes to improve
existing ones and communicating these changes to impacted
stakeholders

e Develops innovative solutions
e Recommends and facilitates quality improvement efforts

e Plans and implements approved business solutions and develops
metrics, and methods to collect those metrics, to measure
operational efficiency

The Level I Business Process Engineer

e Provides technical assistance throughout business process improvement and modernization
efforts to reengineer methodologies and principles, including associated processes, technology,
organization structure(s), skills, and organizational culture

e Conducts research, evaluations, studies, and analysis with minimal guidance

e Provides technical assistance to develop change management plans, reports, processes, business
policy, regulations, and standard operating procedures (SOPs) with minimal guidance

e Has a general understanding of activity data modeling, transaction flow analysis, internal
control and risk analysis, modern business methods, and performance measure techniques

e Has a general understanding of Lean Six Sigma and Process Change Management principles to
reengineer processes, reduce redundancy, and increase efficiency

e Provides technical assistance with establishing requirements for information systems required to
facilitate and support business process improvements, procedures, and with the development
and application of organizational-wide information models

Qualifications:

e Minimum two years of experience participating in Business Process Reengineering (BPR)
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activities with one of the two years of experience using process improvement methodologies,
e.g., Lean Six Sigma

Minimum of Bachelor’s Degree from an accredited college or university in a business discipline

Strong attention to detail and organizational skills. Excellent communications skills.

The Level II Business Process Engineer

Contributes substantive content throughout business process improvement and modernization
efforts to reengineer methodologies and principles, including associated processes, technology,
organization structure(s), skills, and organizational culture

Conducts research, evaluations, studies, and analysis with no guidance

Contributes substantive content to change management plans, reports, processes, business
policy, regulations, and SOPs with minimal guidance

Has an in-depth understanding of activity data modeling, transaction flow analysis, internal
control and risk analysis, modern business methods, and performance measure techniques

Has an in-depth understanding of Lean Six Sigma and Process Change Management principles
to reengineer processes, reduce redundancy, and increase efficiency

Contributes substantive content to define requirements for information systems required to
facilitate and support business process improvements, procedures, and with the development
and application of organizational-wide information models

Develops budget estimates and resource estimates in support of business process reengineering
efforts

Processes large volumes of complex data rapidly and accurately and translates highly technical
and programmatic data into actionable reports

Leverages industry best practices to plan, organize, and guide complex requirements using
Commercial Off-The-Shelf (COTS) tools

Qualifications:

Minimum five years of experience participating in BPR activities with two of the five years of
experience using process improvement methodologies, e.g., Lean Six Sigma

Minimum of Bachelor’s Degree from an accredited college or university in a business discipline

Strong attention to detail and organizational skills. Excellent communications skills.

The Level II1 Business Process Engineer

Coordinates business process improvement and modernization efforts to methodologies and
principles, including associated processes, technology, organization structure(s), skills, and
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organizational culture
Initiates action to conduct research, evaluations, studies, and analysis

Coordinates efforts to develop change management plans, reports, processes, business policy,
regulations, and SOP with minimal guidance

Has a thorough understanding of activity data modeling, transaction flow analysis, internal
control and risk analysis, modern business methods and performance measure techniques

Has a thorough understanding of Lean Six Sigma and Process Change Management principles
to reengineer processes, reduce redundancy and increase efficiency

Coordinates efforts to define requirements for information systems required to facilitate and
support business process improvements, procedures, and with the development and application
of organization-wide information models

Coordinates efforts to integrate new processes with existing ones and communicate changes to
all stakeholders. Key coordinator between project teams to ensure enterprise-wide integration
of reengineering efforts.

Qualifications:

Minimum 10 years of experience participating in BPR activities with five of the 10 years of
experience using process improvement methodologies, e.g., Lean Six Sigma

Minimum of Bachelor’s Degree from an accredited college or university in a business discipline

Strong attention to detail and organizational skills. Excellent communications skills.
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3. Collection Manager Level I, II, and 111

Collection Manager e Collects, documents, and recommends prioritization of
Command intelligence requirements

e Tracks sources to ensure relevancy, eliminating duplication of
effort, and feeding data into various organizations based on the
need

e Conducts gap analysis and reports on collected data to aid in the
decision making process for leadership and other stakeholders

e Supports the development and implementation of collection
strategies for stakeholders and recommends innovative solutions
to enhance collection activities to meet priorities and close gaps

e Supports the preparation, production, and coordination of
written products and briefings for stakeholders

e Maintains updated documentation depicting sources of data
from internal, open source, and third-party sources

e Researches intelligence collection issues that cross disciplines,
organizational boundaries, or functional topic areas

The Level I Collection Manager

e Provides stakeholder support and performs general collection manager duties with minimal
guidance

e Possesses a general understanding of Collection Management basic concepts

e Utilizes Command internal systems to collect, analyze, and compile data and metrics
e Assists with the preparation of reports and briefings

e With minimal guidance, interfaces with stakeholders and coordinates actions

e Contributes to the review, development, implementation, and management of collection
strategies

Qualifications:
e Minimum three years of experience in collection management
e  Minimum of High School Diploma

e Strong attention to detail and organizational skills. Excellent communications skills.
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The Level II Collection Manager

Provides stakeholder support and performs a vast array of collection manager duties with no
guidance

Possesses an in-depth understanding of Collection Management concepts
Contributes substantive content for reports and briefings
With no guidance, interfaces with stakeholders and coordinates actions

Contributes substantive content to the review, development, implementation, and management
of collection strategies

Qualifications:

Minimum six years of experience in collection management
Minimum of High School Diploma

Strong attention to detail and organizational skills. Excellent communications skills.

The Level III Collection Manager

Initiates stakeholder support and performs expansive collection manager duties
Possesses a thorough understanding of Collection Management concepts
Develops reports and briefings

Enhances stakeholder relationships and initiates the coordination of actions

Reviews, develops, implements, and manages collection strategies

Qualifications:

Minimum 10 years of experience in collection management
Minimum of High School Diploma

Strong attention to detail and organizational skills. Excellent communications skills.
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4. Configuration Manager Level I, II, and III

Configuration Manager e Conducts configuration management (CM) planning and describes
provisions for configuration identification, change control,
configuration status accounting, and configuration audits

e Develops documentation for CM planning and activities

e Identifies and maintains the original and subsequent configuration
versions of requirements documentation, design documentation,
and network/software/other related documentation

e Manages configuration change control and regulates the change
process so that only approved and validated changes are
incorporated into product documents and related hardware and
software

The Level I Configuration Manager

e Provides technical assistance for maintaining and developing the CM environment for hardware
and software product build, staging, testing, and integration

e Has a general understanding of the basic concepts of defining hardware and software
configuration processes and procedures

e (Conducts configuration status accounting, and tracks and reports all CM problems and changes
in product documents/software

e Conducts configuration audits and supports audits to verify that requirements of all baselines
have been met by the as-built software

e Provides technical assistance for software quality assurance process audits

e With minimal guidance, defines, documents and maintains the Configuration Control Board
(CCB), including roles and responsibilities of CCB members

e With minimal guidance, defines hardware and software configuration processes and procedures,
version control processes, and policies and procedures to ensure they are followed on hardware
and software development projects

e Assists with the use of CM tools to store, track, and manage configuration items

Qualifications:
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Minimum two years of experience in CM

Minimum of Bachelor’s Degree in a technical or business discipline from an accredited college
or university

Minimum Department of Defense (DOD) 8140/DOD 8570 Information Assurance Technical
(IAT) Level I Certification

Strong attention to detail and organizational skills. Excellent communications skills.

The Level II Configuration Manager

Contributes substantive content for maintaining and developing the CM environment for
hardware and software product build, staging, testing, and integration

Has an in-depth understanding of the concepts of defining hardware and software configuration
processes and procedures

Contributes substantive content for software quality assurance process audits

With no guidance, define, document, and maintain the CCB, including roles and responsibilities
of CCB members

With no guidance, defines hardware and software configuration processes and procedures,
version control processes, policies, and procedures to ensure they are followed on hardware and
software development projects

Utilizes CM tools to store, track, and manage configuration items

Qualifications:

Minimum five years of experience in CM

Minimum of Bachelor’s Degree in a technical or business discipline from an accredited college
or university

Minimum DOD 8140/DOD 8570 IAT Level I Certification

Strong attention to detail and organizational skills. Excellent communications skills.

The Level III Configuration Manager

Coordinates software quality assurance process audit definition and activities

Initiates actions to define, document, and maintain the CCB, including roles and responsibilities
of CCB members

Initiates actions to define hardware and software configuration processes and procedures,
version control processes, policies, and procedures to ensure they are followed on hardware and
software development projects
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Qualifications:
e Minimum 10 years of experience in configuration management

e Minimum of Bachelor’s Degree in a technical or business discipline from an accredited college
or university

e Minimum DOD 8140/DOD 8570 IAT Level I Certification

e Strong attention to detail and organizational skills. Excellent communications skills.
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5. Cybersecurity Developer Level I, II, and II1

Cybersecurity Developer e  Develops security software and ensures security is implemented
during software development

e Conceives, proposes, and designs software security to mitigate
weaknesses and vulnerabilities

e Researches and tests new security technologies and processes to
enhance security capabilities

e Analyzes and assesses infrastructures for potential vulnerabilities
that may result from improper configurations, hardware or software
flaws, or operational weaknesses

e Performs security monitoring, log analysis, and forensic analysis to
detect security incidents and mount incident response

e Assesses and reports on the impact of security issues that are
discovered; recommends and develops mitigation strategies or
technical solutions

e Assesses system information security policies against client policies
e Ensures policies are comprehensive to the system

e Evaluates security components against their ability to resist threats
in the deployed environment, evaluates configurations and
implementation of firewalls, proxy servers, routers, Virtual Private
Networks (VPNs), Intrusion Detection Systems (IDS), wireless
networks, etc., against policy requirements, industry best practices,
and vendor recommendations

e Plans and integrates the installation of new or modified security
hardware, operating systems, and software applications

e Conducts vulnerability assessments and penetration testing
customized to system functionality and technical requirements, and
based on status within security assessment and authorization cycle
and authority to operate status

e Perform computer network exploitation development: embedded
reverse engineering, vulnerability research, and application
development for software and embedded systems with a focus on
Offensive Cyber Operations (OCO) and Defensive Cyber
Operations (DCO) activities
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e Develops test plans and tests software security mechanisms for
operational effectiveness and deployment readiness; develops test
and evaluation reports

The Level I Cybersecurity Developer

Develops security software with minimal guidance

Identifies and develops improvements to security controls currently in place with minimal
guidance

Possesses a general understanding of software security and security technologies and concepts

Contributes to the development of tests plans and evaluation reports, and assists during
activities for testing software security mechanisms for operation effectiveness and deployment
readiness

Assists in the conduct of vulnerability assessments and penetration test activities

Evaluates processes and procedures to integrate and enhance security capabilities in test and
operational environments

Qualifications:

Minimum five years of experience as a Cybersecurity Developer or related functional area

Minimum of Bachelor’s Degree in a technical or business discipline from an accredited college
or university in Computer Science, Cybersecurity, Computer Engineering, or related discipline

Minimum DOD 8140/DOD 8570 IAT Level II Certification

Strong attention to detail and organizational skills. Excellent communications skills.

The Level II Cybersecurity Developer

Develops security software with no guidance
Identifies and develops improvements to security controls currently in place with no guidance

Possesses an in-depth understanding of software security and security technologies and
concepts

Contributes substantive content to the development of test plans and evaluation reports, and
conducts activities for testing software security mechanisms for operation effectiveness and
deployment readiness

Conducts vulnerability assessments and penetration test activities with no guidance
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Qualifications:

Minimum 10 years of experience as a Cybersecurity Developer or related functional area

Minimum of Bachelor’s Degree in a technical or business discipline from an accredited college
or university in Computer Science, Cybersecurity, Computer Engineering, or related discipline

Minimum DOD 8140/DOD 8570 IAT Level II Certification

Strong attention to detail and organizational skills. Excellent communications skills.

The Level IIT Cybersecurity Developer

Provides direction and/or recommendations, and develops security software and improvements
of security controls currently in place

Possesses a thorough understanding of software security and security technologies and concepts

Develops test plans and evaluation reports, and conducts activities for testing software security
mechanisms for operation effectiveness and deployment readiness

Prepares the environment and conducts vulnerability assessments and penetration test activities

Qualifications:

Minimum 15 years of experience as a Cybersecurity Developer or related functional area

Minimum of Bachelor’s Degree in a technical or business discipline from an accredited college
or university in Computer Science, Cybersecurity, Computer Engineering, or related discipline

Minimum DOD 8140/DOD 8570 IAT Level II Certification

Strong attention to detail and organizational skills. Excellent communications skills.
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6. Cybersecurity Engineer Level 1, I, and 111

Cybersecurity Engineer e  Ensures the rigorous application of cybersecurity policies,
principles, and practices in the delivery of all Information
Technology (IT) and cybersecurity services

e Develops and designs security solutions to maintain confidentiality,
integrity, and availability of information throughout the enterprise

e Identifies, plans, and documents improvements to security controls
currently in place

e Develops and documents recommendations and courses of action
(COAs) to solve complex cybersecurity problems

e Develops and interprets cybersecurity requirements as part of the IT
acquisition development process and assists in the formulation of
cybersecurity/IT budgets

e Plans and schedules the installation of new or modified security
hardware, operating systems, and software applications

e Ensures the assessment and implementation of identified computer
and network environment fixes such as system patches and fixes
associated with specific technical vulnerabilities as part of the
Cybersecurity Vulnerability Management program

¢ Guides the implementation of appropriate operational structures
and processes to ensure an effective cybersecurity program,
including boundary defense, incident detection, and response

The Level I Cybersecurity Engineer

e Possesses a general understanding of the basic concepts of cyber engineering and
cybersecurity

e Maintains general working knowledge and understanding of the DOD cybersecurity policies
and the Risk Management Framework

e With minimal guidance, conducts cybersecurity engineering research and analysis and
provides recommendations for the implementation of security mechanisms

e Provides technical assistance to the development of cybersecurity documentation, concept
papers, and test plans required by Command policies, and the Risk Management Framework

e Establishes and maintains effective working relationships with other Government agencies
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and mission partners

e Develops and delivers articulate and effective briefings/presentations on general and
comprehensive cybersecurity engineering topics as applicable to assigned projects

e With minimal guidance, evaluates functional operation and performance in light of test
results and makes recommendations regarding Certification and Accreditation (C&A)

Qualifications:
e Minimum five years of experience with cybersecurity or information assurance

e Minimum of Bachelor’s Degree in a technical or business discipline from an accredited
college or university in Computer Science, Cybersecurity, Computer Engineering, or related
discipline

e Minimum DOD 8140/DOD 8570 Information Assurance Management (IAM) Level I
Certification

e Strong attention to detail and organizational skills. Excellent communications skills.

The Level II Cybersecurity Engineer

e Possesses an in-depth understanding and the ability to apply intermediate concepts of cyber
engineering and cybersecurity

e Maintains in-depth knowledge and understanding of the DOD cybersecurity policies and the
Risk Management Framework

e With no guidance, conducts cybersecurity engineering research and analysis, provides
recommendations for the implementation of security mechanisms, and provides educational
briefings on the recommended cybersecurity mechanism

e Contributes substantive content to the development of cybersecurity documentation, concept
papers, and test plans required by Command policies and the Risk Management Framework

e Maintains comprehensive knowledge and understanding of DOD and/or Intelligence
Community (IC) engineering efforts, across multiple engineering disciplines

e With no guidance, evaluates functional operation and performance in light of test results and
makes recommendations regarding C&A

Qualifications:
e Minimum 10 years of experience with cybersecurity or information assurance

e Minimum of Bachelor’s Degree in a technical or business discipline from an accredited
college or university in Computer Science, Cybersecurity, Computer Engineering, or related
discipline

Page 25 of 130



Minimum DOD 8140/DOD 8570 IAM Level 1l Certification

Strong attention to detail and organizational skills. Excellent communications skills.

The Level IIT Cybersecurity Engineer

Possesses a thorough understanding and ability to apply intermediate concepts of cyber
engineering and cybersecurity

Maintains thorough knowledge and understanding of the DOD cybersecurity policies and the
Risk Management Framework

Initiates actions to conduct cybersecurity engineering research and analysis and provides
recommendations for the implementation of security mechanisms

Initiates actions to apply advanced concepts of cyber engineering and cybersecurity to
development and architecture projects

Coordinates effort to develop cybersecurity documentation, concept papers, and test plans
required by Command policies and the Risk Management Framework

Analyzes complex information independently and takes appropriate actions, and reviews and
implements recommendations from others

Maintains extensive knowledge and understanding of DOD and/or IC engineering efforts,
across multiple engineering disciplines

Develops and delivers articulate and effective briefings/presentations on complex
cybersecurity engineering topics as applicable to assigned projects to any size audience that
may include high-level decision makers

Prioritizes competing requirements and tasks, and manages long-term and short-term
obligations

Coordinates effort to develop all cybersecurity documentation, concept papers, and test plans
required by Command policies and the Risk Management Framework

Initiates actions to evaluate functional operation and performance in light of test results and
makes recommendations regarding C&A

Effectively provides engineering guidance to cybersecurity engineers Level I and 11

Qualifications:

Minimum 15 years of experience with cybersecurity or information assurance

Minimum of Bachelor’s Degree in a technical or business discipline from an accredited
college or university in Computer Science, Cybersecurity, Computer Engineering, or related
discipline
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e Minimum DOD 8140/DOD 8570 IAM Level Il Certification

e Strong attention to detail and organizational skills. Excellent communications skills.
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7. Cybersecurity Network Architect Level I, 11, and 111

Cybersecurity Network e Assists with the design and implementation of Local Area
Architect Networks (LAN), Wide Area Networks (WAN), intranets,
extranets, and other data communications networks

e Develops enterprise, network, and security architecture designs for
all layers of the architecture, including business, data, technology,
and services throughout the entire systems engineering and
development life cycles

e Performs network modeling, analysis, and planning

e Researches and recommends network and data communications
hardware and software

The Level I Cybersecurity Network Architect

e Possesses general knowledge in the system engineering life cycle and current national
cyberspace policy

e Applies a working knowledge of tools, such as System Architect or Sparx, to develop DOD
Architecture Framework (DODAF) artifacts (operational views, system views)

e With minimal guidance, develops functional requirements and specification documents

e Provides enterprise and system security engineering and assessment of system security
engineering products and solutions and C&A activities

e Analyzes system and network security designs and conducts risk assessments
e Translates business and security objectives into technology designs

e Conducts data gathering and research, extracts network architecture requirements from
stakeholders, and documents and incorporates the requirements into network design documents

e Works collaboratively with engineering partners and team members
e Possesses general knowledge and understanding of virtualization and cloud computing

Qualifications:

e Minimum five years of experience as a Cybersecurity Network Architect or related functional
area

e Minimum of Bachelor’s Degree from an accredited college or university in IT, Computer
Science, Cybersecurity, Computer Engineering, or related discipline
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Minimum DOD 8140/DOD 8570 Information Assurance System Architect and Engineer
(IASAE) Level I Certification

Strong attention to detail and organizational skills. Excellent communications skills.

The Level II Cybersecurity Network Architect

Possesses in-depth knowledge in the system engineering life cycle and current national
cyberspace policy

With no guidance, develops functional requirements and specification documents

Develops and designs infrastructures necessary to support system development strategies and
technology roadmaps

Advises on the feasibility of potential future projects to the Government Program Manager
Advises on the purchase of technology products

Develops network and security architectures and methodologies and conducts emerging
cybersecurity, information security, and technology analyses

Qualifications:

Minimum 10 years of experience as a Cybersecurity Network Architect or related functional
area

Minimum of Bachelor’s Degree from an accredited college or university in IT, Computer
Science, Cybersecurity, Computer Engineering, or related discipline

Minimum DOD 8140/DOD 8570 IASAE Level I Certification

Strong attention to detail and organizational skills. Excellent communications skills.

The Level IIT Cybersecurity Network Architect

Possesses thorough knowledge in the system engineering life cycle and current national
cyberspace policy

Initiates activities to develop functional requirements and specification documents
Develops and presents technology roadmaps

Develops implementation plans and project timelines

Conducts cost/benefit analysis of architecture designs

Develops cost estimates and network designs specifications

Develops ‘as-is’ and ‘to-be’ architecture designs and transition plans between the current state
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and target architecture

e Serves as Subject Matter Expert (SME) in architecture working groups, presents architecture
solutions, methodologies, and frameworks, and coordinates/negotiates toward a solution

Qualifications:

e Minimum 15 years of experience as a Cybersecurity Network Architect or related functional
area

e Minimum of Bachelor’s Degree from an accredited college or university in IT, Computer
Science, Cybersecurity, Computer Engineering, or related discipline

e Minimum DOD &140/DOD 8570 IASAE Level II Certification

e Strong attention to detail and organizational skills. Excellent communications skills.
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8. Cyberspace Analyst Level 1, II, and III

Cyberspace Analyst e Provides technical expertise for the identification, development and
prioritization of cyberspace operations requirements, processes,
procedures, and governing directives

e Assists in conducting cyberspace operations and defense of the
DOD Information Network (DODIN)

e Provides situational awareness (SA) of cyber incidents, health,
performance, availability, and reliability of the DODIN

o Identifies issues and priorities affecting operations

e Supports the creation, dissemination, and compliance of applicable
orders and directives to the DOD community

e Addresses areas of concern for the development of cyberspace
capabilities for cyberspace operations

e Prepares and modifies requirements to develop cyberspace
capabilities based on the changing cyberspace environment for
appropriate Government review, validation, and prioritization

e Analyzes capability development requirements, concept of
operation documents, and system architectures

The Level I Cyberspace Analyst
e C(reates, disseminates, and tracks status of USCYBERCOM Orders and Directives

e Prepares SA and operational update briefs

e Reviews open source reporting for new vulnerabilities, malware, or other threat that have the
potential to impact the DODIN

e Participates and provides input for Command exercises

e Utilizes USCYBERCOM capabilities in order to monitor, track, detect, and analyze cyber threat
activities

Qualifications:

e Minimum three years of experience as a Cyberspace Analyst or a related functional area
e Minimum of High School Diploma

e  Minimum DOD 8140/DOD 8570 IAM Level I Certification
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Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills

The Level II Cyberspace Analyst

Utilizes automated capabilities to assess risk to DODIN assets
Assists in identifying and prioritizing requirements for capability development efforts

Analyzes proposed capabilities, recommends COAs, and develops solutions to address areas of
concern for shortfalls

Develops, maintains, and automates metrics to assess USCYBERCOM operational Measure of
Effective and Performance (MOE/MOP)

Develops concept papers, technical white papers, and related documentation detailing cyber
security practices for implementation throughout DOD

Analyzes vulnerabilities with known exploits that do not have vendor-provided mitigation or
remediation action

Conducts research that focuses on rapidly emerging cyber threats and cyber adversary Tactics,
Techniques, and Procedures (TTPs)

Collaborates with internal and external partners to facilitate cyber SA and information sharing

Assesses the development of cyberspace capabilities to validate USCYBERCOM requirements

Qualifications:

Minimum six years of experience as a Cyberspace Analyst or a related functional area
Minimum of High School Diploma

Minimum DOD 8140/DOD 8570 IAM Level II Certification

Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills
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The Level IIT Cyberspace Analyst

Plans, organizes, determines, and recommends necessary policies, regulations,
directives, programs, doctrine, and procedures for the establishment and maintenance of
assigned and anticipated changes to the DODIN

Tests and documents results for newly developed capabilities based on USCYBERCOM
requirements

Develops, integrates, and maintains operational TTPs, SOPs, and Concept of Operations
(CONOPs)

Identifies, analyzes, and develops mitigation or remediation actions for system and
network vulnerabilities

Develops and assesses current DODIN plans and policies to include emerging
technologies

Synchronizes and prioritizes capability requirements and new tactical uses of existing
capabilities

Identifies shortfall and capability gaps on DOD policy and guidance

Qualifications:

Minimum 10 years of experience as a Cyberspace Analyst or a related functional area

Minimum of High School Diploma

Minimum DOD 8140/DOD 8570 IAM Level III Certification

Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills
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9. Cyberspace Fires (Targets) Analyst Level I, II, and III

Cyberspace Fires (Targets) e  Assists in the coordination of joint strategic and operational

Analyst planning and execution of joint fires, targeting, capability pairing,
and threat mitigation in support of the Cyber Mission Force and
other operations

e Provides advice to leadership on all aspects of joint fires and threat
mitigation

e Provides support to future operations planners to integrate cyber
capabilities into plans

e Plans, organizes, determines, and recommends necessary policies,
regulations, directives, programs, doctrine, and procedures for the
establishment and maintenance of assigned and anticipated joint
fires coordination and execution

e Supports planning in OCO and DCO throughout the entire Joint
Operation Planning Process (JOPP)

e Synchronizes and deconflicts Special Access Program/Special
Technical Operation (SAP/STO) capabilities with operational
planning

e Participates as the Fires SME in exercises

e Coordinates targeting strategy development and engagement
responsibilities with components, subordinates commands, and
supporting commands

e Synchronizes and implements targeting methodologies and
prioritization methods

e Assists with all aspects of cyber advanced targeting, to include
interagency planning, joint targeting board support, cyber weapons
capability analysis, target systems analysis, target materials
production, collateral effects estimate, and joint planning group
support

The Level I Cyberspace Fires (Targets) Analyst

e Provides technical assistance and supports the Cyber Tasking Cycle

e C(Creates, manages, updates, and implements the Master Cyber Operations Plan (MCOP)
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Manages Cyber Tasking Orders (CTOs
Attends the Operations Synchronization meetings

Coordinates with Cyber Mission Forces and other subordinate units in order to facilitate the
Cyber Tasking Cycle processes

Inputs data, including the Joint Tactical Cyber Request (JTCR) updates, into the Command and
Control (C2) system, reviews data, and recommends updates to tasking

Facilitates preparation of the Joint Targeting Working Group (JTWG) and Joint Targeting
Coordination Board (JTCB)

Monitors and facilitates all targeting lists at the intermediate level and above
Drafts Commander’s targeting guidance

Prepares strike package and Cyber Request and Approval (C-RAP) documents

Qualifications:

Minimum five years of experience in Fires and/or Targeting

Minimum of High School Diploma

Minimum DOD 8140/DOD 8570 IAT Level II Certification

Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills

The Level II Cyberspace Fires (Targets) Analyst

Collaborates with the Defense Information Systems Agency (DISA), National Security Agency
(NSA), other interagency organizations and other service providers to ensure that
USCYBERCOM and/or Cyber Mission Forces Fires requirements are implemented

Develops cyber TTPs that advise the future operations planners on achieving Cyberspace
Operations effects within the "realm of the possible" in support of operations and exercise
objectives

Acts as technical liaison on behalf of the USCYBERCOM Operations Directorate between
capability SMEs and capability developers, capability testers, planning teams, operations
support staff, and operating units during planning and operations

Participates in USCYBERCOM requirements working groups as a capability SME for defined
cyber capabilities/tools and/or for targeting

Acts as a liaison between Fires and Intel regarding the tasking processes and targeting

Conducts outreach briefs to inform external partners and stakeholders on USCYBERCOM Fires

Page 35 of 130



Processes

Qualifications:

Minimum 10 years of experience in Fires and/or Targeting

Minimum of High School Diploma

Minimum DOD 8140/DOD 8570 IAT Level II Certification

Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills

The Level IIT Cyberspace Fires (Targets) Analyst

Develops documents to include lessons learned, as well as results and conclusions with relevant
organizations such as DOD, Federal Agencies, and commercial partners

Provides scheduled and ad hoc briefings and point papers on Cyberspace Operations
Develops and conducts briefings to senior personnel on USCYBERCOM Fires processes
Participates as Senior Fires SME in exercises

Develops joint targeting policies and procedures

Advises and recommends supporting processes and procedures for the JTCB

Qualifications:

Minimum 15 years of experience in Fires and/or Targeting

Minimum of High School Diploma

Minimum DOD 8140/DOD 8570 IAT Level II Certification

Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills
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10. Cyberspace Intelligence Analyst Level 1, II, and III

Cyberspace Intelligence e Serves as an Intelligence Specialist with responsibilities for

Analyst participating in the production of all-source intelligence
products pertaining to cyberspace operation and planning
activities

e Applies a wide range of intelligence analytic skills to monitor,
assess, and report on cyberspace operations, capabilities,
vulnerabilities, and personalities that could pose a threat to US
computers, communications, weapon systems, and operations

e Advises stakeholders on key developments in their assigned
area, including immediate and long-term responses

e Conducts reviews, identifies gaps, recommends solutions, and
ensures alignment with strategies

e Supports decision making and special projects on the
preparation, production, and coordination of written products
and briefings for stakeholders and leadership

The Level I Cyberspace Intelligence Analyst

e Contributes to the development of intelligence products and performs cyberspace intelligence
analyst duties with minimal guidance

e Possesses a general understanding of intelligence analytic basic concepts to monitor, assess,
and report on cyberspace operations, capabilities, and vulnerabilities

e Assists with the preparation of reports and briefings

e With minimal guidance, advises stakeholders and coordinates actions

e Contributes to the development of analytic approaches and recommendations to problems and
situations for which data are incomplete, controversial, or which no precedence exists

Qualifications:

¢ Minimum three years of experience as an Intelligence Analyst, Cyber or Signals Intelligence
(SIGINT) focus

e  Minimum of High School Diploma
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e Strong attention to detail and organizational skills. Excellent communications skills.

The Level II Cyberspace Intelligence Analyst

e Contributes to the development of intelligence products and performs a vast array of
cyberspace intelligence analyst duties with no guidance

e Possesses an in-depth understanding of intelligence analytic concepts to monitor, assess, and
report on cyberspace operations, capabilities, and vulnerabilities

e Contributes substantive content for reports and briefings
e With no guidance, advises stakeholders and coordinates actions

e Contributes substantive content to the development of complex analytic approaches and
recommendations to problems and situations for which data are incomplete, controversial, or
which no precedence exists

Qualifications:
e Minimum six years of experience as an Intelligence Analyst, Cyber or SIGINT focus
e Minimum of High School Diploma

e Strong attention to detail and organizational skills. Excellent communications skills.

The Level IIT Cyberspace Intelligence Analyst

e Develops intelligence products and performs expansive cyberspace intelligence analyst duties

e Possesses a thorough understanding of intelligence analytic concepts to monitor, assess, and
report on cyberspace operations, capabilities, and vulnerabilities

e Develops reports and briefings

e Enhances stakeholder relationships; advises and coordinates actions

e Develops analytic approaches and recommendations to problems and situations for which data
are incomplete, controversial, or which no precedence exists

Qualifications:
e Minimum 10 years of experience as an Intelligence Analyst, Cyber or SIGINT focus
e Minimum of High School Diploma

e Strong attention to detail and organizational skills. Excellent communications skills.
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11. Cyberspace Joint Operation Planner Level 1, II, and 111

Cyberspace Joint e Monitors and reviews strategies, doctrine, policies, directives, and

Operation Planner instructions from higher echelon headquarters and makes
recommendations to ensure compliance and/or consideration in
planning efforts

e Develops plans and orders through the application of operational art
and operational design, and by using the JOPP, within the
milestones, deliverables, and interaction points for plans developed
using Adaptive Planning and Execution (APEX) activities

e Provides input to briefings, transitioning concepts to execution, and
assisting in the coordination of joint operational planning in support
of training, exercises, combat, and contingency plans and
operations

e Develops and integrates cyberspace capabilities into deliberate,
contingency, operation, and crisis action planning

e Provides input for the development of TTPs, CONOPs, COAs, and
other related documents related to OCO, DCO, and the securing,
operating, and defending of the DODIN

e Provides input to address shortfalls, prioritize and validate
requirements, and be prepared to modify development planning
efforts based on the changing cyberspace environment

o Contributes to the development of exercise scenarios, exercise
operational plans, and other required documentation to support
planning and execution to accomplish USCYBERCOM exercise
training priorities

e Conducts research of current and emerging threats to U.S. Critical
Infrastructure and Key Resources (CIKR)

e Participates in Joint Planning Groups (JPGs), and Operational
Planning Groups/Teams (OPG/OPTs)

The Level I Cyberspace Joint Operation Planner

e Acts a full participant and provides technical assistance to JPG and, OPG/OPTs developing and
integrating cyber capabilities into plans, and in support of Combatant Commander planning
efforts

e Knowledgeable of cyberspace operations planning activities coordination through the Integrated
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Joint Special Technical Operations (IJSTO), to include Evaluation Request and Response

Messages, SAP procedures, and the Review and Approval Process for Cyberspace Operations
(RAPCO)

e Exhibits an understanding of operational design, joint operation planning, and APEX

e Possesses a complete understanding of all planning methodologies and applications in all phases
of military operations

e Assists with the coordination of joint operation planning in support of combat and contingency
operations

e Knowledgeable of and participates in all phases and steps of the JOPP and APEX activities

e [Expert in at least one of USCYBERCOM’s Lines of Operation to secure, operate, and defend
the DODIN, plan and conduct DCO, and plan and conduct OCO when authorized

e Able to support the development of cyberspace operations plans, contingency plans, CONOPs,
and orders

Qualifications:

e Minimum two years of experience as a Joint Operation Planner and a complete working
knowledge of the JOPP, Joint Operation Planning and Execution System (JOPES), and APEX
planning formats and guidance

e Minimum of Bachelor’s Degree from an accredited college or university

e Minimum specialized education in military joint operation planning through the Joint
Professional Military Education Phase I (JPME I). The Joint Information Officer Planning
Course (JIOPC), or other similar military operational planning courses, may be substituted for
JPME L

e Strong attention to detail and organizational skills. Excellent communications skills.

e Strong analytical and problem solving skills

The Level II Cyberspace Joint Operation Planner

e Acts as a full participant and provides substantive contributions to JPGs and OPG/OPTs
developing and integrating cyber capabilities into plans, and in support of Combatant
Commander planning efforts

e Fully participates and provides substantive contributions to cyberspace operations planning
activities coordination through the IJSTO to include Evaluation Request and Response
Messages, SAP procedures, and the RAPCO

e Serves as a technical expert of all planning methodologies and applications in all phases of
military operations, providing analytical expertise and expert knowledge of operational design,
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Joint Operation Planning, and APEX

Conducts joint operation planning in support of combat and contingency operations without
supervision

Provides technical expertise and participates in all phases and steps of the JOPP and APEX
activities

Provides significant contribution to the development of cyberspace operations plans,
contingency plans, CONOPs, and orders

Qualifications:

Minimum five years of experience as a Joint Operation Planner and a complete working
knowledge of the JOPP, JOPES, and APEX planning formats and guidance

Minimum of Bachelor’s Degree from an accredited college or university

Minimum specialized education in military joint operation planning through the Joint
Professional Military Education Phase II (JPME II). The JIOPC, or other similar military
operation planning courses, may be substituted for JPME II.

Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills

Four years of planning experience may be substituted with completion of an advanced Service
planner school (School of Advanced Military Studies (SAMS), School of Advanced Air and Space
Studies (SAASS), Joint Advanced Warfighting School (JAWS), etc.).

The Level IIT Cyberspace Joint Operation Planner

Leads and acts as a full participant in JPGs and OPG/OPT developing and integrating cyber
capabilities into plans, and in support of Combatant Commander planning efforts

Coordinate cyberspace operations planning activities through the IJSTO to include Evaluation
Request and Response Messages, SAP procedures, and the RAPCO

Thinks independently and serves as an advanced technical expert of all planning methodologies
and applications in all phases of military operations, providing analytical expertise and expert
knowledge of operational design, Joint Operation Planning, and APEX

Establishes joint operation planning objectives in support of combat and contingency operations
without supervision

Able to independently coordinate the development of cyberspace operations plans, contingency
plans, CONOPs, and orders

Provides extensive technical expertise; leads, and participates in all phases and steps of the
JOPP and APEX activities
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Qualifications:

Minimum 10 years of experience as a Joint Operation Planner and a complete working
knowledge of the JOPP, JOPES, and APEX planning formats and guidance

Minimum of Bachelor’s Degree from an accredited college or university

Minimum specialized education in military joint operation planning through the JPME II. The
JIOPC, or other similar military operation planning courses, may be substituted for JPME II.

Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills

Four years of planning experience may be substituted with completion of an advanced Service
planner school (SAMS, SAASS, JAWS, etc.).
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12. Cyberspace Operations Engineer Level I, II, and 111

Cyberspace Operations e Researches and analyzes cybersecurity capabilities to satisfy data
Engineer protection requirements

e Evaluates products against the customer’s operational requirements
e Assists with the implementation of security solutions

e Researches, develops requirements, evaluates, tests, and
implements new or improved information security software,
devices or systems

e Applies a combination of expert engineering knowledge of
enterprise IT and security solutions to design, develop, and/or
implement solutions to ensure they are consistent with enterprise
architecture security policies

e Provides planning, policy, requirements, and integration support for
cyber capabilities and identifies opportunities for mission
enhancement

e Researches, designs, develops, and implements proof of concept
data protection solutions to address vulnerabilities and assists in
highly focused, quick-turnaround market research regarding
technology trends and/or potential solutions to address specific
requirements

e Assists in the evaluation of industry offerings to identify products
and technologies with the potential to support the security design,
and troubleshoot and problem solve technical and non-technical
issues

The Level I Cyberspace Operations Engineer

e Possesses a general technical understanding of the lifecycle of the network threats, attack
vectors, and network vulnerability exploitation

e With minimal guidance, identifies gaps and overlaps across existing DODIN operations
(DODIN OPS) and DCO technical capabilities

e Reports boundary protection statistics and issues to USCYBERCOM leadership

e Conducts reviews and provides comments on technical materials consisting of, but not limited
to, technical documentation and reports, cyber policy and procedures, and planning materials
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Qualifications:

Minimum two years of experience as a Cyberspace Operations Engineer or related functional
area

Minimum of Bachelor’s Degree from an accredited college or university in Computer Science,
Cybersecurity, Computer Engineering, or related discipline

Minimum DOD 8140/DOD 8570 IAM Level I Certification
Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skills

The Level II Cyberspace Operations Engineer

Develops, integrates, and maintains operational TTPs and SOPs
Recommends network management policies and procedures for implementation

Identifies DODIN OPS and DCO enterprise management tool requirements and evaluates
operational standards and tools for use

Maintains in-depth knowledge in IT standards, protocols, and methods of exploitation

Coordinates network defense operations with DOD Component
Commands/Services/Agencies/Field Activities (CC/S/A/FAs), Intelligence Agencies, Law
Enforcement (LE), and U.S. Government organizations

Qualifications:

Minimum five years of experience as a Cyberspace Operations Engineer or related functional
area

Minimum of Bachelor’s Degree from an accredited college or university in Computer Science,
Cybersecurity, Computer Engineering, or related discipline

Minimum DOD 8140/DOD 8570 IAM Level II Certification
Strong attention to detail and organizational skills. Excellent communications skills.

Strong analytical and problem solving skill

The Level IIT Cyberspace Operations Engineer

Applies advanced telecommunications knowledge of DOD network designs and operations to
analyze and define global network centric solutions

Analyzes and evaluates voice/video/data system solutions and provide support for joint full
spectrum (terrestrial and space) system and network integration

Conducts enterprise assessments of threats and vulnerabilities, determines deviations from
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acceptable configurations and security controls, assesses the level of risk, and develops and/or
recommends appropriate remediation strategies

e Maintains thorough knowledge on DODIN operations, U.S. cyberspace operations community
architecture, and potential defensive capabilities for countering cyber threats

e Assesses operational risks and issues, develops effective COAs and mitigation strategies,
mediates, and coordinates actions

e Analyzes and reports on technical issues of current and future DOD plans, programs, policies,
and activity related to the assessment of the DODIN

e Su